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Article Abstract

Keywords: Cryptocurrency investment is currently expanding quickly on a global scale as well
Cryptocurrency Assets;  as in Indonesia. On the one hand, cryptocurrency can be used as a medium of
Physical Collateral;  exchange or a form of money, which represents the original purpose of
Indonesia eryptocurrency. On the other hand, it can also be used as a commodity or as digital

assets, also known as crypto assets. Cryptocurrency is illegal to use as money in
Indonesia, but it is legal to exchange it as an asset. This study explores the legal
protections for holders of collateral against the loss of crypto assets as well as how
crypto assets are governed by material gnarantees in Indonesia. A conceptual and
statutory approach, technical analysis, and a normative legal research methodology
were applied in the study. The legal material was analyzed by using the content
analysis approach, which involved examining the content and legality of the
material gleaned from various laws and regnlations by looking at the relevant legal
precedents. The discussion results discover that crypto assets fall under the definition
of "intangible movable objects" as defined in article 503 BW. In addition, crjpto
assets had material rights in the form of material gnarantees in the form of a pledge
and fiduciary guarantees, allowing the parties to carry out their agreements in good
Jaith even in the event that the collateral object is lost. These disputes conld be
settled through either non-litigation or litigation.
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INTRODUCTION

Technology and science are developing quickly to assist human life’s efficacy
and efficiency (Aditya & Al-Fatih, 2020). In today’s society, digitization is a need (Cipi,
Fernandes, Ferreira, Ferreira, & Meiduté-Kavaliauskiene¢, 2023; Ramadhan, Murty,
Nugraha, & Arifin, 2021). In the 5.0 age, technology has had a significant impact on
all facets of human life, including the creation of the various financial options available
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to investors (Khan, Haleem, & Javaid, 2023). In the previous era, we only knew
investments in the form of capital participation, stocks, bonds, securities, property,
and so on. However, in the current 5.0 era, technological disruption with human
intelligence coupled with technological advances has given rise to a new instrument
based on many users of digital assets such as cryptocurrency, NFT' (Non-Fungible
Token), and metaverse. Due to their extreme volatility, many have exploited these
three digital assets as investments since they can yield higher returns than more
traditional investments. Therefore, those who have made digital assets their primary
investment vehicle may experience legal issues (Wildan, Milah, & Taufik, 2022).

In addition, there is bitcoin, a computer programmer’s digital creation that can
also be utilized in electronic transactions (Liu, Li, Li, Li, & Xie, 2021; Mzoughi,
Benkraiem, & Guesmi, 2022). Bitcoin just exists as an electronic wallet in the form of
an account, with no physical manifestation (e-wallet). As the overseer of Indonesia’s
monetary system, Bank Indonesia published a statement on November 6, 2014,
declaring that Bitcoin cannot be used as a form of payment in Indonesia. To date, the
number of members registered on the biggest exchange site in Indonesia, namely on
the PT. Indodax Nasional Indonesia has reached 5.5 million. However, this call did
not persuade its customers to stop using Bitcoin. Given that there were just 2.8 million
Indodax subscribers in 2021, there has been a fairly noticeable increase (Mayasari,
2022). This proves that crypto is popular among Indonesian people, indicating that
Indonesians are interested in cryptocurrency.

Due to the requirements set forth in Law Number 7 of 2011 Concerning
Currency, which designates the rupiah as the sole official currency issued by the
Unitary State of the Republic of Indonesia, the existence of cryptocurrencies in
Indonesia cannot be used as a transactional tool simply because cryptocurrency does
not meet the criteria as the currency that applies in Indonesia, as confirmed by Bank
Indonesia Regulation Number 18/40/PBI/2016 Concerning Implementation of
Payment Trans. Commodity Futures Trading Regulatory Agency Regulation Number
7 of 2020 concerning the Establishment of Lists of Crypto Assets that Can be Traded
on the Physical Crypto Asset Market was issued by the Ministry of Trade through
BAPEPPTI (Badan Pengawas Perdagangan Berjangka Komoditi/Commodity Futures
Trading Regulatory Agency), despite the fact that it cannot be used as a transactional
tool for cryptocurrency assets.

Cryptocurrency trading in several countries, especially ASEAN countries,
publishes actively on the exchange market. All ASEAN member countries allow
cryptocurrency trading and it is recorded that only Singapore imposes taxes. Regulation
and supervision of cryptocurrencies as a payment method are considered to be very
weak. Thus, without definite regulation and supervision, it can create opportunities for
cryptocurrencies to be used as a means of tax evasion, money laundering, and terrorist
financing(Laksono & Nugraha, 2021). Cryptocurrency management requires the
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cooperation of various other countries because it has the potential to cause an
explosion of economic bubbles that can shake financial stability.

In fact, current technological advances which then force people to make
transactions also follow digitization. Several companies such as Amazon, Microsoft,
Axa Insurance, Tesla, Apple, Coca—cola, Starbucks, and so on have accepted payments
using Bitcoin (David, 2021). Crypto assets are quite risky for investment if the volatility
is high and without clear cryptocurrency regulations. Without adequate experience in
the wortld of cryptocurrencies but with interest in investing in large amounts and even
selling real assets to make loans to banks for investment, investors are prone to huge
losses as not many exchanges implement the know-your-customer protocol to prevent
this glitch. On the contrary, experienced investors will buy at low prices and sell at high
prices by taking advantage of market conditions. It is not yet clear about regulations,
especially regarding taxes, so it is potential for investors who exchange very high
amounts of fiat currency to be tax-free.

Cryptocurrency regulation in Singapore does not differentiate transactions in fiat
and cryptocurrencies (Afzal, 2019). Singaporean citizens can use cryptocurrency as a
payment method but are still subject to taxes. Payment Service Act of 2019 (PSA 2019),
a regulation in Singapore, applies anti-money laundering and combating terrorism to
exchange intermediaries. Thailand makes regulations similar to Singapore, namely the
imposition of taxes as an effort to prevent money laundering and tax evasion by
requiring companies to provide transaction information and the names of buyers and
sellers (Gohwong, 2018). On the other hand, Vietnam (Dang, 2019), Laos, Myanmar,
and Brunei Darussalam (Laksono & Nugraha, 2021) still have no clear regulations
while the Philippines is still planning to make regulations. Cambodia is an ASEAN
country that has its own cryptocurrency. In March 2018, Men Sam An, Cambodia’s
Deputy Prime Minister, announced the launch of Entapay (Prasad, 2018); however,
the overall regulation regarding cryptocurrencies is also unclear. Like Indonesia,
Malaysia (Ku-Mahamud, Bakar, & Omar, 2018) does not recognize cryptocurrencies
as payment. Differences in regulation regarding Cryptocurrency in ASEAN countries
are elaborated on in the following table.

Table 1 Cryptocurrency Regulation in ASEAN Countries

Indonesia does not recognize cryptocurrency as a
currency but recognizes it as an asset

Malaysia does not recognize cryptocurrency as a
currency but recognizes it as an asset

Singapore recognizes crypto as currency and payment
(PSA 2019)

Thailand recognizes crypto as currency and payment
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Philippines plans to make regulations

Vietnam still has no clear regulations

Laos still has no clear regulations

Myanmar still has no clear regulations

Brunei Darussalam still has no clear regulations

Cambodia Cambodia has a cryptocurrency called
entapay

Timor Leste Has not regulated crypto yet

Source: author(s), 2023

China strictly prohibits anything related to cryptocurrencies (Riley, 2021), blocks
Bitcoin and websites, and disables citizens from accessing cryptocurrencies and trading
assets on digital platforms. However, unlike China, South Korea does not prohibit
cryptocurrencies but only allows trading from banks under real-name accounts to crack
down on the anonymity and illegal use of cryptocurrencies.

Japan in cryptocurrency investment is the only ASEAN country that has proper
regulation (Shirakawa & Korwatanasakul, 2019) by legalizing cryptocurrency as a
payment instrument and regulating cryptocurrency exchanges subject to anti-money
laundering rules and know-your-customer principle (Laksono & Nugraha, 2021).
Crypto assets or cryptocurrencies, according to Jake Frankenfield, are digital currencies
that use cryptography as security. Information and communication routes are
protected using codes in a process called cryptography. Since cryptography is used, it
is impossible to manipulate cryptocurrencies. As a result, cryptocurrency transactions
are unfalsifiable (Sudiyatna, 2022).

While cryptocurrency assets are intangible commodities that take the form of
digital assets that use cryptography, peer-to-peer networks and distributed ledgers are
to manage the creation of new units, verify transactions, and secure transactions
without outside interference, according to Article 1 Point 7 of the Commodity Futures
Trading Regulatory Agency Regulation Number 5 of 2019 concerning Technical
Provisions for Organizing the Physical Crypto Asset on Futures Exchanges.

BAPPEBT]I, in general, reported that in October 2021, there were 9.5 million
investors in crypto assets in Indonesia, up from 7.4 million in July. This indicates the
rise in cryptocurrency transactions by Indonesians due to a change in the Indonesian
population's outlook from prior investing in equities, gold, or mutual funds. The
Republic of Indonesia's Minister of Trade's Regulation No. 99 of 2018 concerning
General Policy for Organizing Crypto Asset Trading defines crypto assets as
commodities that may be the subject of futures contracts traded on futures exchanges,
increasing public interest in crypto asset trading in Indonesia. People in Indonesia
determined the legitimacy of trading cryptocurrencies as crypto assets, which had an
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impact on the growth of the cryptocurrency industry overall and in Indonesia in
particular.

Ripples, RonPaulCoin, Litecoin, Ethereum, and Bitcoin are just a few of the
more than 100 different types of cryptocurrencies that exist today, where Bitcoin is the
predominant money used worldwide. Due to a number of characteristics, including the
lack of central authority, ease of use, and affordable transaction costs, the presence of
Bitcoin as a virtual currency has attracted considerable attention worldwide (Dwi
Kurniawan, Sasono, Septiningsih, Santoso, & Rustamaji, 2021).

When it comes to assets, the idea of digital assets, such as crypto assets, as a
thing with value in commerce, already having legal status, and being used by the general
public, does not preclude the potential that it might be used as a guarantee. Regarding
closed things, material guarantees are governed by Burgerlijk Wethoek (BW) book 11
The material concept referred to is only confined to what is included in the BW
because Book II of the BW is a closed book. On the other hand, as technology and
information advance and the demands of the community change, business needs also
adapt. This is true for both business transactions and business objects (Rahman,
Sudarmanto, & Widayati, 2020). The author highlights the following legal concerns in
light of this phenomenon: How are crypto assets governed in Indonesia’s material
guarantees; and What legal protection exists to protect holders of collateral from the
theft of cryptographic assets.

METHOD

During the research process, there are steps or procedures known as legal
research methods that are deemed to be effective and efficient (Ansari & Negara,
2023; Lubis & Simanjuntak, 2022). In a normative legal study, written laws are
examined from a variety of angles, including theory, philosophy, comparison, structure
or composition, consistency, general explanation and article-by-article explanation,
formality and binding power of law, and the language of the study is Indonesian law.
Thus, it may be inferred that the fields of normative legal research are relatively vast,
comprising MH Normative, Empirical Research Studies, Proposal Writing, Thesis
Reports and Thesis, Muhammad Syahrum, ST. Introduction to Legal Research
Methods, Pe Print, ed. Irfan Marhani (Riau: DOTPLUS Publisher, 2022). The goal of
legal research was to ascertain the existence or lack of legal norms that apply to a given
action. The approach utilized to analyze the legal materials was content analysis, which
involves examining the validity and content of information gleaned from various laws
and regulations by looking at the governing legal standards. In this instance, the author
employed normative legal research to examine Indonesian laws governing crypto assets
in material guarantees and various legal protection for holders of collateral against the
loss of crypto assets.
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RESULTS AND DISCUSSION

Material warranties for closed objects are governed by Burgerlijk Wethoek (BW)
book II. The material idea alluded to is solely limited to what is written in the BW or
the Civil Code due to Book II of the BW's closed character. On the other hand,
business requirements follow the advancement of technology and information from
business transactions and objects that expand in response to community needs.
People's demands to shift to digital mode extensively in the digital age for economic
transactions are because it is simpler and more effective. The advent of cryptocurrency
or bitcoin as a digital good or as a tool for digital transactions has not been formally
regulated in Indonesia; rather, crypto assets are recognized as commodities (Syahrul
Sajidin, 2021) All products, including those that can be traded and that can give rise to
futures contracts, sharia derivative contracts, and/or other derivative contracts, are
considered commodities (Kusuma, 2019).

The idea of a digital asset with commercial value, existing legality, and being used
by the general public does not preclude the potential of it being used as a guarantee
because positive law does not yet regulate the collateral items associated with digital
assets as collateral and assets do not yet have legal certainty in commercial activities as
the subject of guarantees (Jaya Wardana, Jaya Wardana, & Bachtiar, 2022;
Krisnawangsa, Hasiholan, Adhyaksa, & Maspaitella, 2021). Material assurances are
"material" in the sense that they grant primary rights over specific objects and have
innate qualities that accompany the objects in question. The major categories
recognized in BW, as per Civil Law, are as follows:

1. Tangible and intangible objects;
Movable and immovable objects;
Consumable and non-consumable objects;
Tradeable and non-tradeable objects;
Existing objects and things that will continue to exist;
Divisible and indivisible objects;

N U A N

. Replaceable and irreplaceable objects.

The Indonesian Ulema Council (MUI), one of the largest ulema bodies in
Indonesia, issued a fatwa declaring that the use or various activities that use
cryptocurrencies are haram. This is due to uncertainty and the potential for gambling
in its use. However, the legal provisions regarding cryptocurrency based on the 7th
Fatwa Commission of the MUI have a value, the amount is known with certainty,
property rights, and can be handed over to the buyer. Cryptocurrency is a
commodity/asset that fulfills the requirements of a Sil'ah and has undetlying and clear
legal benefits to be traded (Harahap, Anggraini, & Asmuni, 2022). Besides
cryptocurrency conventions, there are also Islamic Sharia-based cryptocurrencies that
are guaranteed by assets in the form of gold, namely Onegram and X8X (Rizvi & Alj,
2022).
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A digital asset, on the other hand, is an object that exists in an electronic system
and has value, and can be owned and controlled by both natural persons and legal
entities. Digital assets are a sort of evolution from the idea of assets, which were first
only found in the real world but have developed into the digital world. Additionally,
digital assets are tangible objects whose ownership is digitally documented and which
the owner has direct authority over. According to Article 1332 BW, only trade-related
items can be the subject of a guarantee agreement; non-trade-related items are not
eligible to be the subject of a guarantee agreement. These prerequisites are cumulative
rather than alternative.

According to Article 503 BW, the digital currency has no physical form. Crypto
assets are digital assets viewed from the perspective of material law including movable
but intangible objects, seeing their character and nature that are easily followed by the
ownert's will or easily moved to handle it digitally. Based on its characteristics and how
it functions, crypto assets are classified as movable objects because their ownership is
stored digitally. Digital assets can be kept on servers and devices that use technology,
and they can also be moved from one wallet to another across networks and the
internet. Thus, crypto assets can satisfy an object's requirements even though they have
not yet been subject to regulation under collateral law.

Didid Noordiatmoko, an acting head of BAPPEBTT in a press conference, said
that the total registered customers of crypto assets increased from 11.2 million in 2021
to 16.55 million in 2022. This proves that crypto is still recognized and trusted as an
asset according to research results from the Center of Economics and Law Studies
(Celios) showing that crypto assets are one of the three main investment products in
Indonesia (Putri & Hidayat, 2023). As many as 90% are millennials aged 20-30 years.
Deputy Minister of Trade Jerry Sambuaga conveyed a number of reasons for the
millennial generation to be enthusiastic about crypto trading. This is based on studies
and discussions with various communities. He said, one of the reasons is that
transactions have no limits. Then, another thing that also influences many younger
generations of crypto asset transactions is that many celebrities, artists, musicians, and
community leaders share their crypto asset transaction activities via social media
(Gagas, 2022).

Cryptocurrency assets still run the risk of being lost due to theft or hacking by
those with the ability to do so and commit cybercrimes despite the fact that crypto
technology is smart and advanced. Cybercrime uses advanced computer and
telecommunications technology to carry out its operations (Imanda, 2020). Aside from
the effects of cybercrime, demands from the project team or asset team, as well as the
failure of crypto asset dealers to adhere to legal terms and conditions, can result in the
deletion of crypto assets. Delisting refers to the removal of these crypto assets, and it
can unquestionably result in a decline in the legitimacy and public confidence in traded
crypto assets.
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Mortgage (Hidayah, Anggraeny, & Hapsari, 2020) and fiduciary (Isdian et al.,
2021) are examples of substantial guarantees that could be billed to crypto assets. Legal
assurance for debt repayment in a debt agreement or certainty of fulfillment in a
debtor-creditor agreement is what the guarantee's role in the law is. It does not
completely rule out the potential that collateral objects using cryptocurrency could be
lost due to cybercrime or delisting. The collateral charges that can be applied to crypto
assets as collateral objects are mortgage and fiduciary guarantees. The right to pledge
collateral is regulated in Article 1152 BW "The lien on tangible movable goods and
receivables arises by submitting the pledge to the power of the creditor or the person
who gives the pledge or is returned at the will of the creditor", so that crypto assets are
in the possession of the creditor.

It is not in violation of Article 1152 BW if a pledge is required since the manager
of the facility where crypto assets are housed has proof of preserving ownership. But
if the holder of the collateral locks the cryptocurrency so that it cannot be moved and
a power of attorney is issued for the payment to the creditor in the event of a default
by the debtor, (Wibowo, 2022) according to article 1157 (1) BW, the creditor must
bear responsibility for the pledge item's loss if it was caused by their carelessness.
However, the collateral recipient is exempt from the obligation to replace the pledged
property if it is lost or damaged due to a force majeure.

The Law No. 42 of 1996 Concerning Fiduciary Guarantees (UUJF), which
governs the concept of fiduciary guarantees, states that a fiduciary transfer of
ownership rights to an object is based on trust, provided that the object whose
ownership rights are transferred remains under the control of the object's owner (Putri
Hidayah & ., 2022). Naturally, a Crypto Asset must be registered in accordance with
Government Regulation Number 21 of 2015 concerning Procedures for Registration
of Fiduciary Guarantees and Regulation of the Minister of Law and Human Rights
No. 9 of 2013 concerning Enforcement of Electronic Fiduciary Registration where a
Fiduciary Deed must be made by a Notary and registered with Fiduciary Registration
Office. Fiduciary guarantees are imposed in the event of default, but because the
collateral item is lost, creditors find it challenging to execute or sell at auction. On the
other side, even while the cryptocurrency asset is still present, the owner of the
collateral will still be able to pay the creditor even if the debtor loses the item if the
owner does not offer a wallet. This refers to the application of the good faith principle
as stated in article 1338 (3) BW, which provides that parties to an agreement must do
so in good faith, particularly while abiding by decency and decency standards to ensure
that neither party is harmed. Fiduciary guarantees include insurance claims, according
to Article 10 Letter (b) of the UUJF, in the event that the things covered by fiduciary
guarantees are insured. However, OJK (OJK, 2022) forbids financial service providers
like banks, insurance companies, and multi-finance to facilitate cryptocurrency
activities, ranging from marketing to facilitating trading of cryptocurrency assets.
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Based on the occurrences, legal protection is required for the collateral holder,
in this example the creditor, in the event that the crypto asset is lost. There are two
types of legal protection; the first is preventative legal protection, which entails
preventing violations from happening in the first place by fortifying a defense offered
by the government to the general public. Statutory regulations that include
prohibitions, mandates, and fines contain this type of protection. The next type of legal
protection is repressive legal protection, in the meantime. If a violation has taken place,
the law will provide protection by imposing penalties, which may include fines, jail
time, or the loss of certain privileges.

The idea of law, in the opinion of Mahadj, is a collection of standards that govern
social behavior (Mahadi, 2007). Soedjono Dirdjosisworo (Dirdjosisworo, 2008) claims
that there are eight possible interpretations of what the word "law" means, including
"law" in the sense of rulers, "law" in the sense of officials, "law" in the sense of action,
"law" in the sense of a set of rules, "law" in the sense of a web of values, "law" in the
meaning of the legal system, and "law" in the meaning of the "science of law" and "law.
According to Philip M. Hadjon, legal protection is always connected to power in terms
of legal protection (Hadjon, 2002). Both governmental and economic power exists in
two. The question of legal protection for the governed versus the ruling government
in connection to government authority. The topic of legal protection in connection to
economic power is protection for the economically disadvantaged against the
economically powerful, such as protection for employees against employers
(Moertiono, 2021).

In the future, crypto asset trading is part of the digital economy in Indonesia
which will grow rapidly. The data from BAPEPPTI shows that in the last five months,
the number of crypto investors in Indonesia has continued to grow. Crypto asset
trading transactions in Indonesia are back on track as the market increases. This shows
the positive prospects for the development of crypto assets. However, this must be
accompanied by increased public literacy and collaboration between regulators,
associations, and crypto asset trading industry participants.

Currently, the parties are not guaranteed legal protection simply because there
are restrictions governing crypto investing. Particularly for collateral owners if crypto
assets are lost due to a mortgage default or a breach of fiduciary duty. The collateral
holder should conduct due diligence on the crypto assets that will be used as collateral
before accepting them, especially in terms of their legality. In addition, it is important
to take the risk of fluctuating crypto assets into account. Keeping in mind that the
collateral holder may suffer if there is a default, the value of crypto assets should not
decline. In addition, by prioritizing non-litigation agreements with the debtor, the
settlement can also be completed through litigation if the debtor does not react.
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CONCLUSION

Crypto assets potentially meet the criteria for an object as defined by the Civil Code,
namely as an intangible movable property, but they have not yet been governed in
terms of collateral law. Liens and fiduciary assurances are the forms of collateral
imposition of these crypto assets that are most likely to occur. The fact that it is in
digital form does not preclude the chance that these assets could be lost as a result of
theft or delisting. In the event that the collateral is lost, the creditor is liable to the
extent that this was due to their fault. The collateral recipient is exempt from having
to buy a replacement if the pledged collateral object is destroyed or lost due to a force
majeure. Fiduciary guarantees, on the other hand, require the debtor to continue
tulfilling their performance obligations to the creditor even if assets are lost. In theory,
both parties should act in good faith when enforcing the agreement. Due to their digital
form and erratic nature, crypto assets that will be utilized as collateral items must also
be well-researched in advance by collateral holders in order to reduce potential losses.
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